Safety precautions
· Warning

	Handling with wet hands or allowing liquid to flow into it is prohibited. 

-> It may cause an electric shock or damage. 
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	Do not place a fire source near the terminal.
-> It may cause a fire.
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	Do not disassemble, repair, or modify the terminal at discretion.
-> It may cause an electric shock, fire or damage.
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	Keep out of reach of children. 

-> It may cause an accident or damage. 
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· If the above warning is ignored, it may result in death or serious injury.
· Cautions

	Keep away from direct sunlight

-> It may cause deformation or color change.
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	Avoid high humidity or dust 
-> The terminal may be damaged.
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	Avoid using water, benzene, thinner, or alcohol for cleaning

-> It may cause an electric shock or fire.
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	Do not place a magnet close to the terminal.

-> The terminal may break down or malfunction.
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	Do not contaminate the fingerprint input area.

-> Fingerprints may not be well recognized. 
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	Avoid using insecticide or flammable spray near the terminal. 

-> It may result in deformation or color change.
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	Avoid impacts or using sharp objects on the terminal. 

-> The terminal may be damaged and broken.
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	Avoid severe temperature changes

-> The terminal may be broken.
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- If the above cautions are ignored, it may result in property loss or human injury. 
※ Under no circumstances will UNION COMMUNITY be responsible for accidents or damages caused by inappropriate use of the product without referring to the user manual.
Correct fingerprint registration and input methods

· Correct fingerprint registration methods

Place your index finger on the window just as you do with a finger stamp.

Finger tip touching is not an appropriate registration or input method. 

Make sure the center of your finger touches the window. 
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· Use your index finger, if possible.
As usual, the index finger guarantees an accurate and stable fingerprint input.
· Check if your fingerprint is unclear or damaged. 

It is tricky to recognize fingerprints on dry, wet, unclear, or injured fingers. Use another finger in this case.

[image: image15.jpg]



· Cautions about fingerprint condition

Depending on the user’s fingerprint condition, some fingerprints may not be used or may cause an inconvenience. 

· If the fingerprint is damaged or very unclear, then it cannot be recognized. Please use a password instead in this case. 
· When a finger is dry, breathe on the finger for smooth operation.
· For kids, it may be tricky or impossible to use the terminal because their fingerprints are too small or very unclear. It is recommended to register their fingerprints every six months.  
· For the elderly, it may not be possible to register their fingerprints if there are too many fine lines on the fingerprints.
· If fingerprints are very unclear, it may be convenient if you register 2~3 fingerprints. 
· It is recommended that you register more than 2 fingerprints.
Network configuration
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2.2.2. Standalone configuration


  
· Fingerprint core location

The fingerprint core area represents the ridge area where bending is the largest.

The area inside blue circle in the below fingerprint image represents the core area. In general, such core area is located in the center of fingerprint. Using fingerprint core position shown during fingerprint registration, the finger can be placed so that the center area of fingerprint can coincide with the center of the sensor window. It is necessary to acquire fingerprint whose core is located in the center of an image captured during registration process. Registered fingerprint should not be twisted and it must be directed vertically.
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Finger 3 [ Proper Fingerprint Core Position ]
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Finger 4 [ Improper Fingerprint Core Position ]
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Figure 5 [ Wrong Direction Input ]

· Fingerprint image quality

Fingerprint image quality is determined by the condition of fingerprint image ridge pattern. Fingerprint with large-sized scar, fingerprint with poor condition due to eczema, dry fingerprint and wet fingerprint usually produce low-quality image.
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Figure 6 [ Wet Fingerprint ]

The fingerprint images shown above are produced due to wet finger or due to excessive applied pressure during fingerprint input. The solution to the above condition would be to reduce the applied pressure or wipe the wet finger with towel. Doing these things can help produce good-quality image.
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Figure 7 [ Dry Fingerprint ]

The fingerprint images shown above are produced due to dry finger or due to insufficient applied pressure during fingerprint input. Apply stronger pressure or blow into the finger to produce good-quality fingerprint image. (Especially during winter)
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Figure 8 [ Fingerprint with Scar ]

The above fingerprint images are produced due to scar or eczema in the finger. If these fingerprints are registered, authentication may be denied after scar or eczema is healed. Therefore, avoid such types of fingers and use other finger for fingerprint registration.


The following are three conditions that need to be satisfied to produce good-quality
 fingerprint during registration.

1. Core area of fingerprint image is located in the center of picture.

2. Fingerprint image fills the entire picture.

3. Ridge (black line) and valley line (white line) of fingerprint are expressed clearly.

· False Rejection and False Access

Many problems can occur if fingerprint image quality is poor or fingerprint area without special characteristics is registered due to the non-central location of the core.

1) False rejection

This event represents a case when authentication trial for a registered fingerprint fails. If the condition of a registered fingerprint image is poor, even properly entered user fingerprint can be rejected for authentication. It should be noted that even if a fingerprint image is registered properly, an improperly entered fingerprint can still be rejected for authentication. Factors such as fingerprint input condition and fingerprint image quality affect the occurrence of this event.

2) False access

This event represents a case when another person’s fingerprint is authenticated. In general, this event can occur frequently when a fingerprint with insufficient characteristics is registered due to missing core. It can also occur when fingerprint types are similar.

3) Authentication security level

This is a value set as criteria to determine authentication through matching between entered fingerprint and registered fingerprint. If authentication security level is lowered, false rejection rate decreases while false access rate increases. On the contrary, if authentication security level is raised, false rejection rate increases while false access rate decreases. For such reasons, each location with a fingerprint authentication system uses a suitable security level. The default security level setting can be used for general purpose fingerprint authentication systems.
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